HACATHON 2024-25 SCERT UTTARAKHAND

I - YN AT FeT- 10 SR, -843
STeHTAT: -26-06-2010
faeaTerg @1 A1 :- M0 0 F0 399 sali fegdy Tgare
EGRAECE]
Guide Teacher Mr. J.P.Dobhal

Key words
1-Data 2-Global Village 3-Stakeholders  4-Hackers/Crackers
5-10Ts 6- Media Ethics 7-Encryption 8-Alpha-Numeric

Pattern 9-OTT platform 10- Two-Way Verification 11-Mirroring/ Screen-Cast
12- Log-Out 13-3-2-1 Back-up Rule 14-Access Control 15-Third Party Links 16:
- Digital Literacy 17- Virus/Anti-Virus 18- Digital Ethics

19- Cyber-Safe Zone 20- Cyber-Space 21: - Digital arresting
22: - Digital Arresting 23: - IT Act 2000/2008 24-1ITBM

Class 9-10 Digital Literacy and Cyber Security

1-Yoae &1 Y. - Cyber Security Basics: Keeping Your Data Safe

Z-W m:-m sq ER—T:I;% & T A, F cyber Security Basics:
Keeping Your Data Safe & HIEIH & 3o 39Ul 3R AT &I 39a 91T 18T
el qlsdlgiﬁHWWWWmaﬁmﬁ%mm%f@wﬁﬁﬁ
9 Hhd g

gAR 9T & &g d3 HAS-dg AU JSH-US FA & fow a1 3=z e
gTd A & AT e TTgare @ GgieeT 3 W@ ¢ AT e d o o @
3% T F Ao FF dR G § o 3eglel Boll il I 348 98 A7 forw
AT 3iTcrTgel AU I olerd g & 398 48 ofc fov a1 dAlll & am W
JTASaT & & 398 9 391 v A% 937 987 & I Ueh i AT a1 o6 9
oleT AN 91 Sfgd 1 fohdl 93 FEU A 9w fGer &Y 3R 3G a1g IR
campus placement 3T &ar vl WW?@WE@%ET%WJ#

1




Ed g 3T P F 3% 8 Bid 3ar g & 98 Teh 987 WA H &1 37
deblel 3o U8 A ST dfehT g7 oo g9 30| 39 TTT AT 3H9H
AT & AT M TTET A IYCTLT T F UH "eaAl ARTT & ¥ F g3
gl 3W@s ST H SCERT I TR® 8§ HATSd U S« drell 36
HACKATHON 9faaifeiar & s&@ Awy &1 a9« Ho sdifav fhar § dife g gsir
users frdT T OTT platform & #EIH fhar i geR & Sfi/fraud 3¢ & s
Ao, @Y @ digital literacy and cyber security & dR #H SIRT&hdT HT 3cTood
Wﬂ?\l ffHTﬁﬂﬁ%ﬁ?ﬂyéﬁmﬁﬁcyberfraudﬁéﬂﬁﬁmmg
gfod 93-93 THSIGR AT 3 38 TR & gueat & ReR g ard g

m%sﬁmﬁﬁw—aﬁr%wm@qﬁaésﬂ?dugnal
Iiteracy*ﬂaﬁﬁﬂwwwwglm$mﬁw
YT & Ueh h1H HGSol BT § AT UerT 30fe & Har &1 AT & 1 &
-Gl g AT Wi/FRTeT ¥ Fofdd fhdr Y 9eR & e S & g ar
39T H YGT &7 olod-col AT @I IT dh & Fafdd Fig off &I g ar o
AT BT AT AHTAST AU haAT & AT Hol Aolell &l... AR THT H1H BT Hr
Tl ¥ SEA & e § g S E

Sefbieer

ié"ﬁq} sy ST T Eg\c—r[
fofam wier & w=f -
i‘fEF mmﬂﬁw

= -
o A B & 2 casg dael ol o [ el o crl w4 ol S dei s . iy I it 1l
TEP] M 913 W - Indis recorcis inngs coass of dabs thed in Fesalih m pr Lmak "l'-:l"" < {-.I'd HT T 4 ol =8

£ » Page Thraa

Cyber Security Basics: Keeping Our Data Safe fr HAST o gl & HRUT §ANI
Data ﬁTf&}IH ?-I%)f Jadl %, Fake mails 31Tclr %, Xl sj\c\b TR H BE ITd %, E’FFlef
Fake ID §I<1T &1 SATdT %, E?TQ' Original Documents H ulafear e Ield Al ST
FT & S § 3R TEr T fF Remfiat & v Rer-smafa sfa aeesEt &




f9ar &, contents @R X feT T B 9% Crackers SO AT o 38 AR
Woataﬁmmwwmﬁl

wrTTT oiifareiEey it vt T A e & witer, efteitmer St o wrerst a ftven tesew

ﬁé‘éﬁaiﬁraﬂuﬁlﬂmaﬁs Iﬂdla lags in cyber security

HT%ET i @ wafta smurs(y Bt 7 Fafafaa afae ¢
Safe Computer Ambiance: Teh &I HTYET ATAaT0T 1 fHoT
AT ToTd Soaeied e & gaTtd faRarm 3R Aamw 8 |
Safe Cyber Space: Safe Cyber Space & foIU stakeholders &7

T ARG T 3R TEa gHd! § Jdrd FHilaT|

Data Security: 3eT & TI&T 3R TMuATdr H FARTT =T 3R
SeT & eIftehc 39T T e
Safe Net Surfing: sea® @I T T AR Acad W gHAA A
SdTd AT |
Check on Cyber Crime: @SaR 304l T hATH 3R A=
et & f@oms FRars FTEr |
Cyber/Digital Awareness: @91l &I HZEY TIET & d H FANRTHH

FAT 3N 3¢ WER g ¥ 99d A & [T AT HT
go1 PUAT &1 38T FIgaT G FI ggEl & AR Aga gHAl & FUd wWAl g e
AIEaT AT Al 20137 R PR o 3 @Al F o] fHar 41| Credit — Meta Al

Digital literacy B-ﬂTCyber Security $r superficial HHST gl & HROT §H olldT
Eh_é dR 8o crackers & STl H Hd S g 3R AR IFIId SATThRT 3R
H\?IFIT}ﬁ Sal Crackers deh CI'§'ET S & SaS g e Fr g ST hdle ghar
gl

=

m‘[m

GART mails # AT OTT & AffeeT ColchRT WX §HAI ST Feld FA3i
Ao & do off gAehl SR SThae 3 Usdl §1 Ield FAA3NT H §H dh
WﬁW@WﬁWWWﬁresponsem gH S




T IT SYAWThCHT Cyber Security & H&sT H iR &1 glar 8t Toh wH@
HROT gl sS4 giolae H gH Digital IiteracyB-ﬁT Cyber Securityé’o integration?l Tch
0 AT A8 e &7 39T Fe |

39T ITEYTE 3R Fer aTE™AT & Cyber Security 3iX Digital literacy
¥ Hafd 3MURT AST & gl & RN AR T 361 9r &
JATINT & §9o & folT & #A 3T Project, Cyber Security Basics:
Keeping Your Data Safe &T T3« T &I

3-HHE: -

3Telehed Taf@=A Cyber/Digital 3T9RTHY T L eal g§H 3ogl OTT Platforms &
AEIA 8 fAddr § s ga A 9397 R g1 GATAT 3del §81 OTT
pIatformsﬁﬂﬁ%ﬁﬂﬁwmsﬁmﬁ%}mﬁwa@%
fF g e #r Digital Literacy 3R Cyber-Security Basics @l MHT T HHS deh
Tel &1 HEAT Ig § & §H 31U d& 37h3¢ H PIN, set el &I AT Bl W
qrAds STelel &l & ol Digital Literacy 3R Cyber-Security @I 92 3R 3ifa#r 3ura
GHAS IS §1 3T H 3H §AI H Safh gARN F@ gpR Hr I3t iR
FgeaqUl HHS AR SH BT F TARA W@ § A 0¥ wAg F g ol @
Digital Literacyﬁﬂﬂﬁ@ﬁﬁ%ﬂ@%@% gl oifched FHEAT TE
i g T fFEY off o1d & T A SeEh &7 #4131 J1ar § 3R sHH w99
Wmﬁg%ﬁdigitalethicsﬁwaﬁgl

Cybersecurity basics include:
Network security: A strong network is a key line of defence against external attacks.
Cyber threat detection: Being able to identify unauthorized access to your network can help you
prevent or respond to security breaches.
Password management: Use unigue passwords for each account and consider using a password
manager.
Security software: Keep your security software up to date and download legitimate security
software.
Malware removal: Get rid of malware by scanning your computer and deleting anything the
software says is a problem.
Cyber insurance: Consider cyber insurance to help protect your business from losses resulting

from a cyber-attack.

Reporting attacks: Report the attack to the FTC at FTC.gov/Complaint.

Other cybersecurity basics: risk management, security controls, incident response, and common
threats and vulnerabilities.
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4. Safe websites 31T unsafe websites T STRRT ¢y, 3TATIT AT

Here are some ways to identify a safe website:

e URL
The URL should start with "https://" instead of "http://". The "s" at the end of "http"
stands for secure.

e Padlock icon
A padlock in the URL field indicates a safe website. You can click on the padlock to confirm
that the certificate belongs to the same company as the website.

®  SSL certificate
Secure websites have an SSL, or a Secure Sockets Layer. You can view the SSL certificate by
clicking on the padlock icon.

® Google Transparency Report
You can use the Google Transparency Report to check a website's address and see its
safety rating from Google.

& Reviews
Read reviews to see what other people think about the site. Look for consistently bad
reviews, allegations of unsafe practices, instances of fraud, or mentions of poor customer
service.

Avoid suspicious features
Be wary of websites that use tricks like:
Blinking banners Exaggerated promises Very low product prices
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Two-way verification.

3-2-1 backup rule.
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6-Months Cybersecurity Course - Offered by IlIT Bangalore @

Master NMAP, Metasploit, and Other Top Cybersecurity Tools With Access to Integrated
Labs.

Cyber Security Basics: Exploring the Fundamentals of Cyber Security

« Confidentiality. Within the CIA triad, 'confidentiality’ refers to the assurance that data and
information are accessible only to authorised persons. ...

Integrity. ...

Availability. ...

Strong passwords. ... AT T H G FAT AT digital literacy
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MNetwork segmentation.
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